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Purpose Of Honeypot
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Equipment
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HMI
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HMI



© 2019 Trend Micro Inc.13

Logic – Motor RPM Fluctuations
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• Linear congruential generator

Source: https://en.wikipedia.org/wiki/Linear_congruential_generator

Logic – RNG Block

https://en.wikipedia.org/wiki/Linear_congruential_generator
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Robotics
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Port Forwarding
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Micrologix
Omron
Siemens
VNC
VNC

Port Forwarding
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The Company
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The Company
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The Company
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Monitoring the system
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Monitoring the system
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Monitoring the system
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Moloch
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Scripts
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What Happened
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Host.exe
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What Happened
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What Happened
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Ransomware
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What Happened
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© 2019 Trend Micro Inc.44



© 2019 Trend Micro Inc.45



© 2019 Trend Micro Inc.46



© 2019 Trend Micro Inc.47



© 2019 Trend Micro Inc.48



© 2019 Trend Micro Inc.49



© 2019 Trend Micro Inc.50

What Happened



© 2019 Trend Micro Inc.51

What Happened



© 2019 Trend Micro Inc.52



© 2019 Trend Micro Inc.53

What Happened



© 2019 Trend Micro Inc.54

What Happened



© 2019 Trend Micro Inc.55

What Happened



© 2019 Trend Micro Inc.56



© 2019 Trend Micro Inc.57

What Happened



© 2019 Trend Micro Inc.58

What Happened



© 2019 Trend Micro Inc.59



© 2019 Trend Micro Inc.60

What Happened



© 2019 Trend Micro Inc.61

What Happened
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Validation
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But WHO!?
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But WHO!?
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Stats: Total IPs Over Project
• 8905 Total IPs
• 592 Scanner IPs
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Stats: Sum of all unique IPs per day
• 19315 Total
– 85.5 IPs / Day

• 2268 Total Scanner
– 10 IPs / Day
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Stats: Total Packets/Bytes
• 549,147,728
– ~550 Million

• 126,692,593,887B
– ~126.7GB
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Stats: Total Packets/Bytes
• 549,147,728
– ~550 Million

• 126,692,593,887B
– ~126.7GB



Honeypot Tips

• Remove VM identifiers
• Virtual Box screen recording
• File and network forensics
• Make it interesting



Conclusion

If you want to run a 
high-

interaction honeypot, 
daily interactions are 

needed.

Deal with Incidents as 
they happen, do not 

wait otherwise you will 
see your honeypot 

collapse.

Attackers seem more 
interested in using the 
Clean IP than causing 
issues to production.



Conclusion

Don't put your 
control system on 
the Internet, ever!

Attackers will be 
mean to Mike and 
hurt your feelings.
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https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/fake-
company-real-threats-logs-from-a-smart-factory-honeypot


