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Ransomware attacks have targeted everything from city
governments to hospitals. Now, attackers have their sights on the automotive industry.
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Cyber Attack At Honda
Stops Production After
WannaCry Worm Strikes
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I focus on all things to do with cars.
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Honda was forced to halt production at its Sayama plant after WannaCry virus

struck. Photo by... [+]
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Boeing production plant hit with
WannaCry ransomware attack

The widespread and devastating cyberattack reportedly from North
Korea has hit a Boeing plant in Charleston
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Hackers looking to shut down NC factories for pay

AP Business Writer

x 000 | 2:56

A group of U.S. senators are urging the president to make moves protecting the nation's power grid.

Video provided by Newsy Newslook
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DURHAM - The malware entered the North Carolina
transmission plant’s computer network via email last
August, just as the criminals wanted, spreading like a
virus and threatening to lock up the production line

(Photo: AP) until the company paid a ransom.
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Logic — RNG Block

* Linear congruential generator
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The Company

WHAT CAN WE
CREATE?

Our engineers are specialized in
virtual 3D modeling, digital twins,
as well as physical mockups. Our
flexible production floor can quickly
turn models into plastic and metal

parts, which we can optionally

assemble and brand for your

business.

Engineering: +1 (423) 235-8388, 100 Cherokee Blvd, Chattanooga, TN 37405, USA.

Offices: +1 (213) 338-1513, 525 S Hewitt St, Los Angeles, CA 90013, USA
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Engineering: +1 (423) 235-8388, 100 Cherokee Blvd, Chattanooga, TN 37405, USA.
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[$ nslookup factory.metech.co
Server: 172,
Address: 172.

Non-authoritative answer:
Name: factory.metech.co
Address: 166.

[$ nslookup vpn.metech.co
Server: 172.
Address: 172,

Non-authoritative answer:
Name: vpn.metech.co
Address: 204.




The Company

MIKE WILSON, PHD

Mike is an exceptional maker. His
doctorate in Applied Mathematics
gives him knowledge needed to
design and create anything he can
think of.

In his previous job, Mike learned
how to make prototypes—which he
is known to tinker in his garage long
into the night —while still being able
to meet enterprise-level quality
requirements. This is why Mike is the
natural fit to be our chief in house

maker.

JANS FISHER, MSC

Jans knows how to automate
anything, from a simple trigger
switch to a complex building or
industrial plant. Jans brings a long
history of automation to the table,
being able to automate our factory
on the fly to meet the customers

demands.

Jans has a master in Electronic
Engineering, and worked for several
firms in the oil, mining, and

manufacturing sectors.




The Company

EMILY CLARK, MSC

Emily is a very clever programmer
and passionate 3D-printing geek.
She created the custom firmware
that runs on all our robots and 3D
printers, which allows us
unprecedented precision and speed

compared to ready-made solutions.

Having learned CAD at college, she
takes care of putting all our sketches

into digital twins.

STEVEN MURPHY,
PHD

Steven has a doctorate degree in
Aviation Safety and started his
career at one of the largest aircraft
manufacturers in Europe, where he
was responsible for implementing
safety requirements for automated

emergency landing procedures.

Steven knows all about international
safety standards, and helps
everyone ensure that the moving
parts of our larger prototypes are

compliant.
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Monitoring the system

Screen Remote Display

Enable Recording
Recording Mode: = Video Only

File Path:

Frame Size: = 1024 x 768 (4:3) B 1024 ||

Frame Rate: A ) 25 fps
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1fps 30 fps

Video Quality: A ) 512 kbps
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low medium high

Audio Quality:

low medium high
About 18MB per 5 minute video

Screens: Scraend
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Host.exe
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You can now use a python decompiler on the pyc files within the extracted direct
ory
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shell.exe is not commonly downloaded and could harm your computer. Delete Actions View downloads

S [5 C el )

100% of shell.exe downloaded L\gancel View downloads




{4 Windows Defender
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B Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011]
iCopyright <(c)> 2889 Microsoft Corporation.

All rights reserved.

>:\Windows\system32>cd ..

IC:\Windows >cd..

:\>cd “"Program Files (x86>"

(x86>>cd

s:\Program Files (x86>\ABB Industrial IT>FOR /F “tokens=%" xi IN (’DIR /A-D /S /
B*{FINDSTR AU “Zuserprofilexz\Desktop\OPEN_ME'"’> DO REN “zi'" »_.pnsnupr

3:\Program Files "ABB Industrial IT"

| Documents
o' Music

&= Pictures

8 Videos

& Computer
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July 30th 2019 Aug 11 2019 Aug 25 2019 Sep 16 2019
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|' Admin Event |
| IT Event
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Validation

Subject: The most elaborate honeypot.

Date: Friday, August 16, 2019 at 3:21:06 PM Eastern Daylight Time
From: Dan Tentler

To: Stephen Hilt

CC:

‘ DaennTeenntlser @ 9
@Viss

have you ever learned a thing, where the
immediate outcome of that thing has been "
need rum. like right now"?

11:36 AM - 16 Aug 2019
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Stats: Total IPs Over Project

e 8905 Total IPs
e 592 Scanner IPs

Total IPs

m Non Scamners
| Scanners



Stats: Sum of all unique IPs per day

Sum of all Unique IPs

e 19315 Total
— 85.5 IPs / Day

e 2268 Total Scanner
— 10 IPs / Day

m Non Scanners
| Scanners




Stats: Total Packets/Bytes

e 549,147,728
— ~550 Million

* 126,692,593,8878B
— ~126.7GB

Total Number of Packets

u internal Traffic
u Extneral Traffic



Stats: Total Packets/Bytes

e 549,147,728
— ~550 Million

* 126,692,593,8878B
— ~126.7GB

Data Totals (GB)

u internal Traffic
u Extneral Traffic



Honeypot Tips

 Remove VM identifiers

e Virtual Box screen recording
* File and network forensics
 Make it interesting



Conclusion

If you want to run a
high-
interaction honeypot,
daily interactions are
needed.

Deal with Incidents as
they happen, do not
wait otherwise you will
see your honeypot
collapse.

Attackers seem more
interested in using the
Clean IP than causing
issues to production.



Conclusion

Don't put your Attackers will be
control system on mean to Mike and
the Internet, ever! hurt your feelings.



Caught in the Act: Running a
Realistic Factory Honeypot to
Capture Real Threats

Stephen Hilt, Federico Maggi, Charles Perine, Lord Remorin, Martin Résler, and Rainer Vosseler

https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/fake-
company-real-threats-logs-from-a-smart-factory-honeypot



